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Background

Our large Fortune 500 insurance-company client offers a
variety of life, disability, and long-term-care insurance, as
well as retirement planning and investment products. The
company sells its services through a nationwide network

of independent agents who are not employees.

Our client's independent agents receive faxes with various
applications and other forms that contain personal health
and financial information from their customers. This
documentation is then faxed to the insurance company
for processing.

Opportunity: Secure
Transmission of
Personal Information

Many of these independent agents were purchasing their
own eFax® consumer or retail products in order to fax
conveniently to and from their desktops.

The insurance company, which was not an eFax
Corporate® customer at the time, noticed the trend
and realized that it could be at risk of regulatory
noncompliance without a secure, business-class
solution. It also saw the opportunity to provide a
standard, easy-to-use solution for its agent network.

The company contacted an eFax Corporate
representative, who explained that the Transport Layer
Security (TLS) encryption feature offered by eFax
Corporate was necessary for them to be in compliance
with requirements of the Healthcare Portability and
Accountability Act (HIPAA).
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Solution:

Higher Reliability And
Lower Liability With
Simple, Secure Faxing

The company, in consultation with eFax Corporate, took
the initiative to offer eFax Corporate’s secure hosted fax
service to its independent representatives through a resale
program. Within three years, the resale program grew
from providing eFax Corporate services to fewer than one
hundred independent agents to its present number of
over one thousand agents and growing.

@kFax (orporate

cloud solution standardizes
and secures faxes using the
highest level of encryption.
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eFax Corporate provides insurance sales offices with

an easy-to-use service that allows agents to send and
receive customer applications and other forms as PDF
attachments through email messages. Each email
attachment is sent over an encrypted connection from
the agent’s office to the insurance company headquarters
to ensure complete privacy and regulatory compliance.

For our client, the use of eFax Corporate reduces the
liability associated with the security of the personally
identifiable information (PIl) contained in these faxes
that pass multiple hands—from the customer, to the
representative, and then to the insurance company.

These faxes need to be completely secure while in
transit from representative email inboxes to company
headquarters. By securing faxes with the strongest
encryption recommended by the United States
government, our client eliminates the potential risks
associated with noncompliance, including administrative
action, fines, and loss of reputation.

How eFax Corporate
Works

It's simple: you send and receive faxes directly through
your email program. If you send a fax, you receive a
confirmation email with the number of pages sent. The
faxes are encrypted while in transit using the TLS version
1.2 protocol.

This encryption protocol is recommended
by the National Institute of Standards

and Technology (NIST) for use by most
agencies of the federal government,

and by private industry groups. For
example, TLS 1.2 is fully compliant with
the requirements of HIPAA for healthcare
security as well as with the 2018 Payment
Card Industry Data Security Standard
(PCI-DSS) requirements.
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With eFax Corporate
You Gain

e  The number one global fax service for secure
transmission of information.

e  Reliability and customer support 24 x 7 x 365.

e  Proof of reliability as illustrated by our extremely low
corporate attrition rate.

e  Anintuitive end-user experience.

e Immediate access to fax numbers around the world
with enterprise-wide administration and detailed
reports from a single log-in.

e  Solutions for desktop and application faxing.

e Integration with Outlook, SAP, Salesforce, and other
workflow applications.

e  Business continuity through critical systems
redundancy and disaster recovery.

With eFax Corporate
You Eliminate

e  Waiting, keying in wrong numbers, and losing faxes at
a fax machine.

e  Equipment maintenance, toner or ink purchas-ing,
and staff time for managing or trouble-shooting servers
and software.

e  Monthly telecom line expenses.

One word to describe
eFax Corporate:

Reliable
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Here’s How We Do it Why eFax Corporate?

It’'s Secure.

Our clients send and receive more than 6 million faxes
each day through eFax Corporate’s globally distributed

network of data centers and hosted colocations. How do eFax Corporate provides security for data both while in
we do this? By having visibility into all of our fax traffic all transmission and at rest. This keeps you compliant with
over the world from our network operations center in regulations set forth from HIPAA, the Gramm-Leach-
Hollywood, California. Bliley Act (GLBA), the Sarbanes Oxley Act (SOX) and PCI.

Outage in one location due to extreme weather or
disaster? Business continuity and disaster recovery e TLS12encryption of digital faxes over SMTP email

plans are in place, allowing us to automatically reroute «  Advanced Encryption Standard (AES) 256-bit

from our geographically diverse, redundant servers. encryption for digital faxes stored in the cloud

Spike in traffic in one part of the world? We
In addition, we can sign Business Associate Agreements

(BAAs) for the protection of personal health information in
accordance with HIPAA guidelines.

support high traffic with additional servers that
initiate automatically.

This is our Business and We Learn More
are The Market Leader

We are committed to secure transmission of information

Find out how you can streamline your administrative tasks
and increase security of your data. Contact eFax Corporate
at 866-286-1901 or corporatesales@mail.efax.com.

and are continuously innovating to keep our clients and
their data secure. Consensus Cloud Solutions owns 58
issued U.S. and foreign patents, and has 49 pending
patent applications. These patents and patent applications
relate to various innovations in the fields of unified
communications, multimedia messaging, Internet fax and
voice messaging, and document management.

About consensus

Cloud Solutions

Consensus Cloud Solutions, Inc. (NASDAQ: CCSI) is

the world's largest digital fax provider and a trusted
global source for the transformation, enhancement and
secure exchange of digital information. We leverage
our 25-year history of success by providing advanced
solutions for regulated industries such as healthcare,
finance, insurance and manufacturing, as well as state

and federal government. Our solutions consist of: cloud O\l

faxing; digital signature; natural language processing
and artificial intelligence; robotic process automation;
interoperability, and workflow enhancement that

result in improved outcomes. Our solutions can be
combined with best-in-class managed services for
optimal implementations. For more information about
Consensus, visit consensus.com and follow
@ConsensusCS on Twitter to learn more.

Contact Us: 866-286-1901 | corporatesales@mail.efax.com
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https://www.ama-assn.org/practice-management/prior-authorization/cancer-killed-kathleen-valentini-prior-auth-shares-blame

